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1 INTRODUCTION

This document describes the Web Services Dynamic ClierSD@) add-on that provides
support for dynamically invoking web services. Unlike the mijarf web service oriented tools
in facts WSDC allows invoking web services operations witltbe need of generating new
classes. Furthermore it provides a simple and intuitive tARhspect services described by a
WSDL (Web Service Description Language) retrieving fatance available operations as well
as names and types of parameters.

Though WSDC belongs to the JADE software suite and requirestieelibrary to be in the
classpath, developers don’t need to be familiar with JADE to use it.

This document only provides an overview of the main usaigg® WSDC add-on. Refer to
the Javadoc for a complete description of the API.

All bugs, issues, contributions and new feature requirementsdsheuposted to the main
JADE bug reporting system, and to the standard JADE mailing lists.

Version 2.1 of the WSDC add-on was developed by the JADE Team anly iguaranteed
to work with JADE release 4.0.1 or later.

1.1 Compliance to standards

The WSDL service description language defines different binsiyles (rpc and document)
and uses (encoded and literal). WSDC supports the most commonly adopted combinations:

rpc/encodedaccording to W3C standardstifp://www.w3c.org )

document/literal according to W3C standardsttp://www.w3c.org )
document/literal wrapped in compliance to the WS-I basic profile specification
(http://www.ws-i.org ).

All Date fields are encoded according to the ISO-8601 format.

1.2 Compatibility

WSDC 1.0 and later has been successfully tested with weicesedeveloped using AXIS
1.4 (ttp://ws.apache.org/axis ) and 2.0 lfttp://ws.apache.org/axis2 ) and
CXF 2.0 pttp://cxf.apache.org ).

1.3 Requirements

The WSDC add-on requires Java JRE vHh@p(//java.sun.com/javagebr later, JADE
v4.0.1 or later and the JADE misc add-on v2.1 or later. Furtherme/8DC makes use of the
following third party librariesalready included in the WSDC distribution:

Apache Axis v1.4Http://ws.apache.org/axjs/
Apache Commondhftp://jakarta.apache.org/commons/
WSDL4J v1.6.2 lfttp://sourceforge.net/projects/wsdl4j
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1.4 Installation

The WSDC add-on does NOT require any installation. To use it framinwa Java
application it is sufficient to add all jar files includedtielib  directory of the add-oand the
JADE jar files to the application classpath.

To recompile the add-on, as usual for JADE add-ons, the distribuftofilei must be
unzipped into the home directory of the JADE installation so that to obtaiactaiyr structure as
below.

<jade-home>/
|--add-ons/
|--dynamicClient/

After that thdlib ANT target can be used to recompile the add-on and re-create its.jar fi

2 DYNAMIC WEB SERVICE INVOCATION - BASICS

As mentioned WSDC allows invoking web services without thedref generating new classes
such as stubs, and beans representing complex data types. Develepsarsply required to
create a jade.webservice.dynamicClient.DynamicClient object, initialize it
specifying the URI of the WSDL describing the target service, and calivbke() = method as
exemplified in the following sections.

Application
Dynamic HTTP request SOAP Business
Client |« Processor Logic
HTTP response Component
WSDL
Web Service

2.1 Initialization

The following code snippet show how to creat@ymamicClient object and initialize it.
The WSDL URI can point to both a resource in the network filedn the file system (e.g.
file:c:/foo/bar/myWsdl ).

DynamicClient dc = new DynamicClient();
dc. initClient (new URI("http://localhost/MathFunctionsPort?wsdl") );

It should be noticed that thaitClient() method requires the indicated URI to be
reachable and may take a while (a few seconds) as thd.\WsiBt be retrieved and parsed and
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WSDC must initialize all the internal data structures thatlvé@llised at invocation time.

In some cases, to properly deal with WSDL adopting parti¢atans or to force the WSDC
to meet specific requirements, it is necessary/possibletiyrthe WSDC default configuration
properties. This can be done by passing a properly configdyadmicClientPropertis

object to theDynamicClient before invoking thenitClient() method as exemplified
below
DynamicClientProperties customProps = new DynamicCl ientProperties();

customProps.setNoWrap(true);
dc.setProperties(customProps);
dc.initClient(.....);

Parameters that can be configured are described in Appendix .

2.2 Invocation

The following code snippet shows how to invoke a web service.

/I Initialize input parameters

WSData input = new WSData();
input.setParameter("firstElement”, 5);
input.setParameter("secondElement”, 3);

Il Invoke the sum operation
WSData output = dc. invoke ("sum", input);

I/l Retrieve output parameters
float sum = output.getParameterFloat("sumReturn");

Theinvoke() = method gets the name of the operation to be invoked and andesif the
WSData class that holds the input parameters if any. The resulteohvoke() method is
anothelWSData object that contains the output parameters.

In case the WSDL contains more that one service and/othmoittynamicClient class
provides an overloaded version of theoke() method that allows specifying them as shown
below.

WSData output = dc. invoke (“myService” , “myPort” ,“sum”, null, -1,
input);

The above method also allows specifying a timeout for the invocatidnan end-point
different than that indicated in the WSDL.
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2.3 Structured parameters

As shown in previous section, tiéSData class allows dealing with un-structured
parameters such &ring , Date, int ,boolean and so on directly. Values of complex
parameters whose structure is defined by XSD schemas, must be handled oaltegl sibstract
Descriptor classes. Abstract descriptor classes are part bADE core distribution and belong
to thejade.content.abs package. It should be noticed however that WSDC users do not
need to be familiar with JADE to use them. Furthermore, while the @aderd.abs package
contains several Abstract Descriptor classes WSDC users onlyoneeal with three of them:

AbsConcept - An Abstract Descriptor representing a complex data whose structure
is described by an XSD schema

AbsAggregate - An Abstract Descriptor representing a sequence of values
AbsObject - The common base class for all Abstract Descriptors.

The following code snippet shows how to use Abstract Descriptors to manags @l
structured parameters. More details on Abstract Descript@esl@sin be found in the “Tutorial
on Content Languages and Ontologidsty://jade.tilab.com/doc/tutorials/CLOntoSupport)pdf
available on the JADE web site.

WSDL input data definition:

<xsd:complexType name="  complex ">
<xsd:sequence>
<xsd:element name=" real "type="xsd:float"/>
<xsd:element name=" imaginary " type="xsd:float"/>

</xsd:sequence>
</xsd:complexType>
<xsd:element name="sumComplex">
<xsd:complexType>
<xsd:sequence>
<xsd:element name=" firstComplexElement " type="impl:complex"/>
<xsd:element name=" secondComplexElement " type="impl:complex"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

DynamicClient code to set input parameters:

WSData input = new WSData();
AbsConcept first = new AbsConcept(" complex ");




Web Service Dynamic Client Add-On GUIDE

first.set(" real ", 4);

first.set(" imaginary ", 5);

input.setParameter(" firstComplexElement ", first);
input.setParameter(" secondComplexElement ", second);

WSData output = dc.invoke("sumComplex", input);

AbsConcept sum = (AbsConcept) output.getParameter("sumComplexReturn");
float real = sum.getFloat(" real ");

float imaginary = sum.getFloat(" imaginary ");

3 DYNAMIC WEB SERVICE INVOCATION - ADVANCED

3.1 Headers

Besides parameters, a web service operation may includdetiseaHeaders are basically
additional parameters that are carried inside the headeSGfAP request/response instead of in
the body. In general headers are used to specify additional informadt strictly related to the
semantics of an operation such a as the credentials (username and passpived) to invoke it.

The WSData class allows managing parameters and headers homogendulestiiew
void setParameter( <parameter-name>, < parameter-value>)

AbsObject getParameter(<parameter-name>)

String getParameterString(<parameter-name>),

int getParameterinteger( <parameter -name>),

boolean getParameterBoolean(<parameter-name>)

methods are available to manage parameters, the
void setHeader(<header-name>, <header-value>)
AbsObject getHeader(< header -name>)

String getHeaderString(< header -name>)
integer getHeaderInteger( <header-name>)
boolean get Header Boolean(<header-name>)

methods are available to manage headers.

3.2 Proxy

In many cases both the access to a WSDL (at DynamicGhiialization time) and the
actual web service invocation require passing through an HT@®8/.PThe DynamicClient class
provides the following methods to set proxy information.

setProxyHost(<host>) : Set the proxy host (e.g. 163.162.10.12)
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setProxyPort(<port>) : Set the proxy port (e.g. 8080)

setNonProxyHosts(<listOfAddresses>) . Set a list of addresses (possibly
including *") that will be accessed without using the proxy. The s#pais the ‘|
character

setProxyAuthentication(<user>, <password>) . Set the credentials (if any)
required to access the proxy

The following code snipped provides an example.

dc. setProxyHost (“10.12.175.14");
dc. setProxyPort  (“8080");

dc. setNonProxyHosts (“163.163.*|*.telecomitalia.it”);
dc. setProxyAuthentication (“myUser”, “myPwd");
dc.initClient(new URI("http://myWSDL"));

3.3 Security

Certain web services require HTTP Basic Authentication. TyreabicClient class provides
the following methods to set HTTP related information.

setDefaultHttpUsername() . Specifies the http username used in all requests.

setDefaultHttpPassword() . Specifies the http password used in all requests.

The following code snipped provides an example.

dc. setDefaultHttpUsername (“MyHttpUsername”);
dc. setDefaultHttpPassword (“MyHttpPassword");

If the credential of HTTP Basic Authentication are differentlineguests is possible specify
them ininvoke(...) method withSecurityProperties object.

Instead, if the credential of HTTP Basic Authentication different for the WSDL
discovery is possible specify themimitClient(...) method.

The following code snipped provides an example.
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dc. initClient (new URI("http://myWSDL"), “MyHttpUsername”,
“MyHttpUsername”);

Other web services require WS-Security Username Token. yhanbicClient class provides
the following methods to set WSS related information.

setDefaultWSSUsername()  : Specifies the wss username used in all requests.
setDefaultWSSPassword() . Specifies the wss password used in all requests.

setDefaultWSSPasswordType() . Specifies the wss password type used in all
requests EXT or DIGEST, seeSecurityProperties object).

The following code snipped provides an example.

dc. setDefaultWSSUsername (“MyWSSUsername”);
dc. setDefaultWSSPassword  (“MyWSSPassword”);
dc. setDefaultWSSPasswordType  (SecurityProperties.PW_TEXT);

If the credential of WS-Security Username Token are @iffiein all requests is possible
specify them innvoke(...) method withSecurityProperties object.

Other web services require WS-Security Timestamp. The Dy@iant class provides the
following method to set WSS related information.

setDefaultWSSTimeToLive() . Specifies the wss request time to live (in second)
used in all requests.

The following code snipped provides an example.

dc. setDefaultWSSTimeToLive (60);

If the credential of WS-Security Timestamp are diffelianall requests is possible specify
them ininvoke(...) method withSecurityProperties object.

Other web services require SSL connections with or withotificates. The DynamicClient
class provides the following methods to set SSL related information.
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enableCertificateChecking() : Enables the certificates checking mechanism.
When this mechanism is enabled (the default situation) a ttos¢ $olding
certificates of trusted remote servers must be indicatésee the

setTrustStore() method).
disableCertificateChecking() : Disables the certificate checking mechanism.
setTrustStore(<file.keystore>) : Specifies the keystore holding certificates

of trusted remote servers

setTrustStorePassword(<password>) : Specifies the password used to protect
the keystore of trusted certificates

The following code snipped provides an example.

dc. setTrustStore (“C:/myFolder/cert.keystore”);
dc. setTrustStorePassword (“myPassword”);
dc.initClient(new URI("http://myWSDL"));

3.4 Caching

Considering that the initialization of a DynamicClieimtitClient() method) is a long
operation that may take some seconds, a good approach is toacsiageDynamicClient
instance for each WSDL and reuse it whenever an operatioreofiaesdescribed in that WSDL
must be invoked (note that tlevoke() methods of thé®ynamicClient  class are thread
safe and therefore can be called by two or more threadsralieha In order to facilitate this
practice the WSDC provides a class callzghamicClientCache that manages all issues
related to creation, initialization and caching @ynamicClient objects in a thread safe
mode. TheDynamicClientCache class follows the singleton pattern and therefore the first
step when using it is to retrieve the single@ynamicClientCache instance by means of
thegetinstance() method.

The following code snippet shows how to use the DynamicClientCache class.

DynamicClientCache dcc = DynamicClientCache.getinst ance();
DynamicClient client = dcc. get(new URI("http://myWSDL")) ;

WSData output = client.invoke(“sum”, input);

The get() method of the DynamicClientCache class first checks if a
DynamicClient  object was already created to access the given WSDlretunchs it in that

case. Only if noDynamicClient object is already available a new one is created and
initialized.

10
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4 READING WSDL INFORMATIONS

Besides invoking web service operations, the WSDC add-on alsodesowa simple and
intuitive API to read WSDL information such as which operaiane there in a service and
which parameters they have. The following code snippet shows arplexainere the names,
types and descriptions of the input parameters of the sumCommpdzation of the mathService

service exposed at port https are retrieved.

DynamicClient dc = new DynamicClient();
dc.initClient(new URI("http://localhost/MathFunctio
Servicelnfo si = dc.getService("mathService");
Portinfo pi = si.getPort("https");
Operationinfo oi = pi.getOperation("sumComplex");
Set<String> parNames = oi.getinputParameterNames();
for (String name : parNames) {
Parameterinfo par = oi.getParameter(name);
TermSchema schema = par.getSchemay();
String description = par.getDocumentation();
System.out.printin(name+": type = "+schema.getTyp
", description = "+description

nsPort?wsdl"));

eName()+

);

It should be noticed that parameter types are described usDf dAtological schemas.

Refer to the “Tutorial on Content

Languages and Ontologies

(http://jade.tilab.com/doc/tutorials/CLONtoSupport)pdivailable on the JADE web site for

details about ontological schemas.

5 DYNAMIC CLIENT SHELL

In thebin directory of the WSDC add-on is available a simple command line shell. Tlhe she
allows you to browse the wsdl informations and generate the java codeke mperations.

To start the shell ugaynamicClientShell command, the scripts are available for Linux

(.sh) and Windows pat ).

Its use is very simple: just specify the url of the waddl the possible options in case for
instance the access to the wsdl is secured or must occur through an http proxy.

DynamicClientShell wsdl [options]

Options:
-wsdl-http-username <http basic authentication
discover wsdl>
-wsdl-http-password <http basic authentication

11
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password to
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discover wsdl>

-http-username <http basic authentication usern ame to invoke
service>

-http-password <http basic authentication passw ord to invoke
service>

-wss-username <WS-Security username token profi le>

-wss-password <WS-Security password token profi le>

-wss-password-type <WS-Security password type t oken profile>

(default: PasswordText)
-wss-must-understand <WS-Security must understa nd flag>
(true/false)
-wss-time-to-live <WS-Security-Timestamp, LifeT ime in seconds>

-proxy-host <proxy host>
-proxy-port <proxy port>
-proxy-username <proxy username>
-proxy-password <proxy password>
-ssl-trust-store <SSL trust store file>

-ssl-trust-store-password <SSL trust store pass word>

-ssl-disable

-endpoint <endpoint url to invoke services if d ifferent from that
included in the wSDL>

-timeout <invokation timeout in ms> (0 = no tim eout)

Example of navigation through the wsdl informations of MathFunchiei-service (see
appendix I).

DynamicClientShell http://localhost:2000/axis/services/MathFunctionsPort?wsdl

BN Amministratore: C\Windowshsystem32\cmd.exe - DynamicClientShell.bat http://localhost:2000/axis/services/MathFunctionsPort?wsdl |£|EI&J

tComplexElement, mode=IN, schema=Compl
ondComplexElement, mode=IN, schema=Comp

12
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Example of java code to invoking teemComplex operation.

snamicClient;
tyProperties;
ervice. dynamicClient
net.URI;
net.URL;
util.Date;

class Test {
public static void main(

e
Y1

rvices/MathFunctionsPort?ws

nplex™);
Optional
Optional
Optional
Optional

Element”, al
TlexElement”, -

} catch(Exception {
e.printStackTrace();

The shell also allows you to write into the file "Tgata" the class of test that can be
compiled and executed using the commBrdcuteTest

The scriptsExecuteTest are available for Linux g¢h) and Windows pat ) and is
available in thdib  directory.

6 APPENDIX |. DESCRIPTION OF THE EXAMPLES

In the examples/client directory of the WSDC add-on a simple example is available
showing how to use thBynamicClient  class to invoke web services. A “micro-web server”
(included in theexamples/server directory) is also provided exposing two mathematical
operations that are invoked by the example. In order to try the exanimplsufficient to start the
server by means of tretartMathServer script and then to launch the client by means of the
startMathClient script. Both scripts are included in tlexamples directory and are
available for Linux h) and Windows pat ).

13
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7 APPENDIX II. WSDC CONFIGURATION PROPERTIES

The following table summarizes the configuration properties taat be passed to a
DynamicClient  object before initialization.

Parameter Type Description Default value
noWrap boolean Disables the automatic de-wrapping| faike
parameters.
safeMode boolean In case a Document Literal WSDL does thoe

appear to comply to the Wrapped convention,
the noWrap mode is forced

packageName  string Specify the java package for -classes
generated under the hood by WSDC and later
used in the invocation phase

tmpDir string WSDC requires a temporary directory witBystem-property
R/W right sto work properly java.io.tmpdir
classPath StringBuilderSpecify an ad-hoc classpath for the

compilation of the classes generated under
the hood by WSDC and later used in the
invocation phase

14
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8 APPENDIX Ill. CURRENT LIMITATIONS

Version 1.0 of the WSDC add-on has the following known limitations:
SOAP attachments are not supported
Not all XSD complex type restrictions are not supported

Not all XSD/SOAP types are supported
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